In the context of Opportunistic Ad Hoc Networking paradigms, group communication schemes (Manycast) are difficult to conduct. In this article, we propose a general delivery scheme for Manycast group communications based on mobile code. Our proposal extends network addressing by moving from the static header field paradigm to a software code-based addressing scheme. We allow messages to be delivered using built-in software codes that consider application-defined, context-aware or history-based information. Additionally, we allow messages to carry a delivery state that permits them to perform refined delivery-decision-making methods. As a consequence of this scheme, we have found that new group communication schemes, besides the traditional ones, may be beneficial to improve the network performance and to provide new functionalities to emerging scenarios like intermittently connected networks of heterogeneous physical objects. We present an application of this scheme to solve, following an analytical delivery method, the problem of sending a message to k and only k nodes of a heterogeneous and opportunistic network scenario that fit best a given criterion. We show, using simulations, that our proposal performs better than traditional approaches. Finally, to show that our proposal is feasible, we present an implementation of our proposal in a real Opportunistic Ad Hoc network, a DTN network, compatible with the de facto standard Bundle Protocol.
Introduction
As portable devices, such as mobile phones, tablets, vehicles, physical objects, and other items are being widely deployed, new network paradigms are emerging. In contrast to traditional managed networks, these devices may be connected using Ad Hoc Networks that lack central infrastructure. In Opportunistic Ad Hoc Networking (OppNet) [12] , these network contacts are intermittent and nodes are spontaneously pair-wise connected.
OppNet messages may be intended for a group of application instances in different nodes from the network. The group communication scheme that allows communication with an arbitrary number of group members specified by the sender is called Manycast. It includes different schemes such as Anycast, Multicast and Geocast [8] . In OppNet, these group communication schemes are still open fields of study. Traditional approaches such as the ones employed in connected networks are difficult to apply: group membership distribution trees are difficult to maintain during the lifetime of group sessions.
In this article, we propose a general scheme for Manycast group communication schemes, and we apply it to OppNet. As a consequence of this scheme, new group communication schemes, besides the above-mentioned, may be achieved. This scheme improves OppNet performance and provides new functionalities to emerging scenarios like intermittently connected networks of heterogeneous physical objects, a special case of Internet of Things (IoT) [39] .
Our proposal extends network addressing by moving from the static header field paradigm to a software code-based addressing scheme. We allow the very same messages to carry software codes to make the delivery decision. That is, the decision on which applications should receive the application information. These decisions can be made in terms of application-defined, context-aware or history-based information. This is especially advantageous when the network has a large number of heterogeneous nodes and the applications need dynamic and elaborate ways of selecting message destinations.
We show, as an example scenario to prove the potential of our proposal, a network solution to the max-k -node delivery problem, that is, the problem of sending a message to k elements in a network that fit best a given criterion. 1, 2016;14:43 ] problems such as the Secretary problem [15, 15, 17, 17] , a well-known statistics problem in the context of search theory. Additionally, a wide set of simulations using a simulator capable of reproducing our proposal is presented. The results of these simulations show that our proposal performs better than the state of the art ones since it allows new group communication behaviours that are capable of being addressed using optimal strategies.
ARTICLE IN PRESS
Finally, we present an implementation of this novel paradigm, that is compatible with the Bundle Protocol [31] , and allows applications to send bundles to refined software-code-based Manycast destinations beyond the traditional IP-like Multicast groups. This implementation considers different security policies in order to detect malicious software codes.
The main contributions of this paper are: (a) Softwarecast: a general routing and delivery scheme based on mobile code for OppNet. (b) A statistical solution to the max-k -node delivery problemfor k = 2 for OppNet using Softwarecast. (c) A secure implementation of this scheme in the context of DTN, and compatible with the de facto standard Bundle Protocol.
The rest of the paper is organized as follows: Section 2 reviews the state of the art. In Section 3 , Softwarecast, a general group scheme for Manycast delivery is presented. Section 4 describes a practical application of our proposal. Section 5 covers the experimentation of our proposal using simulations. In Section 6 , an implementation of our proposal in the context of the Bundle Protocol is described. Finally, Section 7 presents the diverse conclusions that are drawn.
State of the art
Opportunistic Networks (OppNet) are networks characterised by intermittent network contacts, asymmetric bandwidths, long and variable latencies and ambiguous mobility patterns. Messages are opportunistically routed via intermediate nodes from the source to the destination.
A very interesting case of OppNet is Delay and Disruption Tolerant Networking (DTN), a paradigm defined by the IRTF Delay Tolerant Network Research group. They introduced the DTN architecture (RFC 4838 [9] ) and the Bundle Protocol (RFC 5050 [31] ) that are an abstract service description for the exchange of messages in intermittently connected networks. In DTN, messages are called Bundles and are seen as a series of contiguous data blocks containing enough semantic information to allow the application to make progress where an individual block may not.
These Bundles carry the application information from a source to a destination following the store-carry-and-forward paradigm. That is, each node stores application data that can forward whenever the node contacts another node. The Bundle architecture behaves as an overlay network.
Concerning DTN addressing, in the Bundle Protocol, as described by Loren et al. [10] , the endpoint identifiers are the tokens by which DTN Bundles are routed to their destinations. These tokens are not necessarily addresses because neither the scheme name nor the scheme-specific-part is required to have topological significance. An Endpoint Identifier's (EID) scheme-specific-part may have topological significance, depending on the definition of the named scheme, but alternatively, it may be a name or an expression which must be evaluated in some way in order to be converted into a name or address (or multiple names or addresses). A DTN system can use any URI scheme it chooses, and there are as yet no real conventions as to how different schemes could be used and how they might interact.
Several proposals for solving group communications in DTN networks have been already presented. Wu et al. [40] classify DTN Multicast into three categories. On one hand, in the single node model, a single node is responsible for the Multicast delivery. This model normally has high transmission delays. On the other hand, in multiple-copy and single-copy models, several nodes deliver Multicast messages. These models aim to control the communication overhead and buffer occupancy. Nelson et al. [25] approach the concept of group-based communication in DTNs by exploring the delivery scheme of Manycast is presented. Moreover, Gao et al.
[18] present a study of Multicast in DTNs with single and multiple data items, they investigate the essential difference between Multicast and Unicast in DTNs, and formulate relay selections for Multicast as a unified knapsack problem by exploiting node centrality and social community structures. Yang et al. [41] propose a node-density based adaptive Multicast routing scheme that can handle different network scenarios than the existing Multicast delivery schemes for DTNs. Asplund et al.
[1] present a partitiontolerant Manycast algorithm for disaster area networks that uses a random walk gossip protocol. Zheng et al. [42] propose SemanticCast, a content-based data distribution approach over selforganizing semantic overlay networks. This proposal maintains a self-organizing semantic overlay based on view exchange. Finally, Soares et al. [32] propose a routing protocol which takes routing decisions based on geographical location data, and combines a hybrid approach between multiple-copy and single-copy schemes.
However, the above-listed group communication strategies are limited to traditional network delivery schemes such as Multicast, Broadcast, Unicast, Geocast, etc. When facing more complex delivery strategies like send-to-the-best-n-nodes or send-to-all-nodesthat-satisfy-x , these proposals fail to give good general purpose and dynamic network-layer solutions. As a consequence of this limitation, some applications are not possible to be deployed in OppNet.
Mobile code is a good technology to implement these strategies. Borrego et al. [4] , for example, present an infrastructure in the context of grid computing based on mobile code to describe grid resources not only taking into account the resources themselves, but also other resources of the same type. Using primitives like "best " they improve several grid services such as the information service and the monitoring service.
More recently, there are interesting studies using mobile code in OppNet scenarios. Borrego et al. [ 5 ] propose a new paradigm called store-carry-process-and-forward that uses mobile code to improve the integration of wireless sensor networks and grid computing infrastructures. Additionally, Borrego et al.
[3] present a general purpose, multi-application robot-sensor network based on mobile agents that run mobile code on Mobile-C platforms [26] . This intelligent system was deployed in a concrete DTN scenario. However, the resources needed by the mobile agents makes it inappropriate for many other scenarios. Moreover, Borrego et al.
[6] present a solution to improve DTN performance that consists in extending the messages being communicated by incorporating software code for forwarding, lifetime control, and prioritisation purposes.
Furthermore, several proposals in DTN have been presented to include a message state information in DTN messages to improve DTN issues such as message routing. For example, Spyropoulos et al.
[33] present the popular Spray and Wait routing protocol that sprays a number of copies into the network, and then waits till one of these nodes meets the destination. The number of times a message can be replicated is included in the message and it is decreased every time the message is sprayed . This is a very good example of message state. Unfortunately, these message states are not able to be implemented in the Bundle Protocol: there is no current way of including such state in the Bundle Protocol messages.
Even though there has been considerable work on OppNet Manycast, there are many complex group delivery transmissions that are still very difficult to conduct and may be very useful in 
